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 The article describes a decision support system based on fuzzy inference 
aimed to automate the procedure of choosing a model of formalizing the 
interaction between actors in virtual communities of social networking 
services and synergistic management of such processes. The developed 
system aims to increase the effectiveness of counteracting threats to 
information security of the state in social networking services. The 
mathematical apparatus of the fuzzy set theory and the Mamdani algorithm 
are the basis for the functioning of the decision support system. The usage of 
the developed fuzzy inference system will remove the ambiguity of 
information security expertise in the course of choosing approaches to 
formalization and the model of synergistic management of actors’ interaction 
in the conditions of incomplete information and ambiguous assessment of the 
state information security threat in social networking services. 
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1. INTRODUCTION  
As a result of the simultaneous progress of information technology and socio-cultural changes in 
society, a reorientation of social communication channels has happened. This led to an increase in the 
number of users of social networking services (SNSs), who are commonly called actors [1-3]. Currently, 
SNSs are expanding their functional characteristics and are used by actors for group interaction based on 
common interests, self-education, coordination in real life and doing business [4-7]. However, the 
communicative advantages of SNSs are used by malicious users to achieve unilateral advantages in the 
information space, and later-on the international geopolitical arena. Such phenomena have become possible 
due to the dissemination of destructive content during the information operations in SNSs, which are aimed 
at forming a distorted reality in the minds of citizens [8-13]. Therefore, the problem of ensuring the 
information security of the state in SNSs is urgent and needs to be solved. 
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The study proves [11] that SNSs belong to the class of complex dynamic systems, and the 
interaction of actors in virtual communities can be transformed into chaotic dynamics. The consequences of 
such behavior of virtual communities of actors in SNSs can have uncontrolled destructive information impact 
on users of services as well as the reflection of such processes on the life of modern society. In particular, it 
can lead to mass protests of citizens, the radicalization of the society based on religious, ethnic, national and 
political grounds. The examples of “Colorful Revolutions” in the CIS together with “The Arab Spring” in the 
Middle East and North Africa demonstrate that achieving a reduction in the level of radicalization of society 
using existing legal mechanisms is a very challenging task [14-16]. In most cases, such events led not only to 
civil protests but also to the overthrow of governments, their change, civil wars and armed conflicts. The 
most effective way to counteract the chaos of society is the timely detection of information operations in 
SNSs, which are conducted by the opposing party. Methods of identifying and assessing threats to 
information security of the state should be applied in such cases [14]. 
A critical analysis of the existing research works [14, 17, 18] showed that one of the promising areas 
of suppression of the chaotic dynamics in the processes of actors` interaction in SNSs is the usage of 
synergetic management. At the same time, as a result of the controlled informational influence, the self-
organization processes of actors in SNSs are launched in the form of a change in the structure of virtual 
communities and the formation of new connections between actors. In consequence, actors begin to use the 
content with a certain narrative and refocus their attention on it. 
Publications [17, 18] contain synthesized models of synergetic management of actor interaction in 
SNSs, and publication [14] develops a model of decision support system for identification of signs of 
national information security (NISec) threats in SNSs and assessment of their level. However, mentioned 
works do not contain practical recommendations for choosing a specific system of nonlinear differential 
equations and the model of synergetic management; therefore, the decision is entrusted to experts who work 
with the decision support system. Involving experts in the work of the decision support system at the stage of 
countering threats in terms of choosing a model of synergetic management has several disadvantages. For 
instance: increasing the level of subjectivity, the inertia of the decision-making process, high level of 
requirements for expert knowledge. Reduction of the negative impact of such factors is achieved through the 
usage of decision-making methods without experts being involved. 
The problem of choosing a model of synergetic management is to determine the parameters of a 
complex dynamic social system, which must be managed to achieve this goal. According to the results of 
previous research, it is advisable to influence the demand of actors for content on certain topics. Changing 
the level of demand for content is achieved by encouraging the interest of actors, by varying the parameters 
of regularization of supply and demand, as well as artificial influence on the speed of distribution of this 
content or content similar in essence and content. As a result of the implementation of such synergetic 
management in the SIS, the processes of self-organization of actors into virtual communities are launched. 
Such associations of actors independently regulate the distribution of content as a result of social control on 
the basis of social norms and sanctions. As a result, the managed community is capable of self-development 
through the voluntary publication of content on a given topic, the involvement of new participants and a 
critical perception of destructive content. 
The developed mathematical models of synergetic control are presented in publications [14, 17, 18]. 
A comparative analysis of such models showed that they differ in the mechanisms of synthesis management 
(publication of refutations of misinformation, dissemination of other popular content to refocus the attention 
of actors, re-publication of given topics to accelerate the reduction of interest in it). Also, the synthesized 
models differ in their impact on actors in terms of the dynamics of changes in demand for content-ascending 
or descending. Therefore, the problem of choosing an effective model of synergetic management for a 
specific information operation carried out by attackers, taking into account its characteristics, remains relevant. 
Taking into consideration the contradictory requirements while choosing a model of synergetic 
management, ambiguity in assessing the level of NISec threats in SNSs, the difficulty of determining 
priorities, lack of generally accepted rules for formalizing the interaction of actors in virtual communities and 
synergetic management, decision-making procedures are becoming more complex. Therefore, an effective 
way to eliminate the difficulties is to use the mathematical apparatus of fuzzy sets [19-22]. Development of a 
model of a decision support system based on a fuzzy inference is promising. Such systems combine the basic 
statements of the theory of fuzzy sets and allow solving issues related to decision-making on weakly 
structured and complexly formalized study objects. Thus, the development of the decision support system 
model for managing the actors` interaction in SNS will ensure the effective transition of the virtual 
community to a given state of NISec. It will additionally update the chosen direction of current research. Our 
work aims to increase the effectiveness of countermeasures to the NISec threats in SNS y means of 
development of timely and effective recommendations for managing the actors’ interaction in virtual 
communities by the decision support system. 
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2. RESEARCH METHOD  
2.1.  The structure of the decision support system 
Fuzzy inference systems are a partial case of fuzzy systems, the operation of which is based on the 
conditions and conclusion on their basis. At the same time, the rules are formalized in the form of statements 
(productions) regarding a set of input and output fuzzy linguistic variables. The generalized structural scheme 
of the decision support system for managing the interaction of actors in SNSs is presented in Figure 1. The 
decision support system for managing the actors’ interaction in SNSs [23] includes the modules: 
 A fuzzification module for fuzzy inclusion within the process of the description of the parameters of 
SNSs information space with the usage of the mathematical apparatus of fuzzy sets 
 A database containing the information on the management of the parameters of actors’ interaction in 
virtual communities, obtained from experts in the form of production rules 
 A base of synergetic management models, which includes formalized processes of actors` interaction in 
the information space and corresponding synthesized models of synergetic management, which will 
ensure the transition of the virtual community to a given state of information security 
 A solver module for converting input fuzzy variables to output with the help of a database and the base of 
synergetic management models of the actors’ interaction 






Figure 1. Block diagram of the decision support system based on fuzzy inference 
 
 
2.2.  Qualitative indicators to characterize the interaction of actors in SNSs 
To counter NISec threats in SNSs effectively, the primary aim is to define a mathematical model for 
formalizing the interaction of actors, and then we can directly choose a model of synergetic management, 
which will enable an artificially controlled transition to a given state of interaction parameters in the 
information space of services. The choice should be made in accordance with the characteristics of the 
information space of SNSs, which describe the peculiarities of the implementation of threats related to 
information security of the state. Therefore, the procedure of selecting models of synergetic management by 





Figure 2. Tree of decisions on the management of the interaction of actors 
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The indicators that determine the approach to the formalization of the actors` interaction in the form 
of a system of nonlinear differential equations and directly synergetic management models are: 
1x  – The level of confrontation of actors in virtual communities 
2x  – The involvement of external information resources for the implementation of threats in SNSs 
3x  – The level of influence of the narrative spread by the malefactors on the formation of public opinion on 
certain issues among actors 
1y  – Recommended model of actors’ interaction in SNSs 
2y  – The level of actors’ demand for destructive content 
3y  – The supply level of destructive content in the information space of services 
4y  – The duration of the information campaign in the information space of the services 
5y  – The intensity of changes in the operational situation in the information space of SNSs. 
The initial variable of the system is D – the decision on the choice of the synergetic management 
models which are developed in the publications [14, 17, 18]. The interdependence of the chosen indicators 
for the qualitative characteristic of actors` interaction can be presented as a system of relations. 
 
 1 1 2 3, , ;y f x x x  (1) 
 
 1 2 3 4 5, , , , .D f y y y y y  (2) 
 
The input and output variables of the fuzzy inference system acquire values defined by their 
universal sets and are estimated by fuzzy terms according to Table 1. 
 
 
Table 1. Linguistic terms of variable systems of fuzzy inference 
Fuzzy variable Universal set of fuzzy variable Linguistic variable 
1x   0;1
 Low (L); Medium (M); High Medium (HM); High (H) 
2x   0;1
 Low (L); Medium (M); High Medium (HM); High (H) 
3x   0;1
 Low (L); Medium (M); High Medium (HM); High (H) 
1y   0;1
 Predator-prey interaction model (IM1); Mono model (IM2) 
2y   0;1
 Low (L); Medium (M); High Medium (HM); High (H) 
3y   0;1
 Low (L); Medium (M); High Medium (HM); High (H) 
4y   0;1
 Small (S); Medium (M); Large (L); XLarge (XL) 
5y   0;1
 Low (L); Medium (M); High Medium (HM); High (H) 
D   0;1  Model of synergetic demand management (M1); model of synergetic 
maintenance of a given level of demand (M2); model of forming a 
stable virtual community (M3) 
 
 
2.3.  Fuzzy production rules in the decision support system 
Fuzzy production rules presented in Table 2 were formulated in the form of statements that combine 
linguistic variable systems of expressions (1)-(2). For convenience, there is only a fragment of the database, 
which was formulated with the participation of experts. 
 
2.4. Operation algorithm of the decision support system for managing the interaction of actors in SNSs 
Currently, there are a number of fuzzy inference algorithms, the most common of which is the 
Mamdani and Sugeno algorithm [24-27]. The first of the kind is used in the case of problem-solving for 
which the critical factor is the explanation and justification of the decision. In turn, the Sugeno algorithm is 
characterized by the adaptation to solvfing identification problems. Therefore, to implement a fuzzy 
inference system to select a model of synergistic management of actors’ interaction in SNSs, we will use the 
Mamdani algorithm. The essence of Mamdani algorithm for the decision-making task on the choice of 
synergetic management model is reduced to the steps [28]: 
Step 1. Fuzzyfication of the input variables of the system 𝑋 = {𝑥1}, where 𝑖 = 1,3 and the output 
variable is 𝑌1 = {𝑦1}. To do this, we use an S-shaped increasing function 𝜇1(𝑥𝑖), two models of a U-shaped 
function 𝜇2(𝑥𝑖), 𝜇3(𝑥𝑖) and an S-shaped descending one 𝜇4(𝑥𝑖) [9]. Fuzzification of the remaining input and 
output linguistic variables of the decision support system is performed similarly. 
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Step 2. The aggregation of subconditions in fuzzy production rules presented in Table 2 is reduced to 
finding the degree of truthfulness for the conditions of each rule of the pre-formed database using the logical 
operations. In this case, operations AND or OR are replaced to the conjunction (  ) or disjunction ( ) by 
means of maximization or minimization operations, respectively. 
Step 3. The activation of the subconclusion in the database rules, which is performed using the min-
activation method according to which 
 
    min ,j i m j ix n x  , (3) 
 
where 𝑛𝑚 determines the truth of a particular rule of the database. At the same time, inactive database rules 
are not taken into account in order to reduce data processing time. 
Step 4. Accumulation of the conclusions of fuzzy production rules is carried out for association of 
those fuzzy sets which correspond to terms of subconclusions concerning the same initial variables 
 
    
11 1 2 3
max , ,yy x x x  . (4) 
 
Step 5. Defuzzification of the output variable 1y  is performed according to the plane centre method 
for which 
 






x dx x dx   .  (5) 
 
The algorithm describes the fuzzy inference procedure for functional dependence (2). To implement 
the functional relationship in the decision support system (1), it is necessary to perform similar steps 1-5 for 
the input variables  kY y , 1,5k   and the output variable  D d . 
 
 
Table 2. Fragment of the system rule base 
1x  2x  3x  1y  
H H H IM1 
H HM HM IM1 
H M L IM1 
HM H HM IM1 
HM HM L IM1 
HM M M IM1 
HM L M IM2 
HM L L IM2 
M HM M IM1 
M M M IM1 
M L H IM2 
M L M IM2 
L H M IM2 
L HM H IM2 
L M M IM2 
L L L IM2 
 
 
3. RESULTS AND DISCUSSION  
3.1.  Model of the decision support system for managing the interaction of actors in SNSs 
Let us study the developed model of the decision support system for managing the interaction of 
actors in SNSs using the fuzzy logic environment of the MATLAB application package. To do this, consider 
the example of an information operation in SNSs, aimed at forming a negative public opinion in society 
concerning Ukraine's accession to NATO. The input data for the decision support system for managing the 
interaction of actors in SNSs are expert assessments of the Department of Information Protection and 
Cybersecurity of Zhytomyr Military Institute named after S.P. Korolyov in Table 3. Data were obtained 
based on public opinion data in Ukraine on Euro-Atlantic integration in 2019 and summarized information 
about the information campaigns in SNSs, aimed at the freedom of choice of citizens. The expected forms of 
the first step results of the Mamdani algorithm for the linguistic variable 𝑥1 are given in Figure 3. The 
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developed rule base of the decision support system, which describes the dependence (2), loaded into the 
fuzzy logic environment, is shown in Figure 4. A fragment of the accumulation results of conclusions of 
fuzzy production rules for the system of relations (2) in the fuzzy logic environment is presented in Figure 5. 
The results of the defuzzification of the initial variable 𝑑 of the decision support system is shown in Figure 6. 
 
 
Table 3. Set of input data for the decision support system 
 1x  2x  3x  2y  3y  4y  5y  















Figure 5. Rule editor after the fuzzy conclusion 
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Figure 6. The results of a fuzzy conclusion 
 
 
Therefore, to counteract the considered threat to information security in SNSs, it is necessary to 
apply the M2 model of synergistic support of a given demand level for certain content [17]. To do this, it is 
necessary to publish the number of posts specified in accordance with this model in SNS information space. 
To visualize the dependence of the output variable 𝑑 on the values of the input 𝑦2 and 𝑦5 a three-dimensional 
surface needs to be constructed as shown in Figure 7. The given surface in Figure 7 can be used for further 
improving the decision-making process in order to increase the level of their adequacy for different values of 





Figure 7. The surface of a fuzzy inference 
 
 
3.2.  Discussion of results 
The analysis of the obtained results of information counteraction to destructive informational 
influence with the use of the developed model of the fuzzy logical conclusion system allowed to make the 
conclusions: 
 The developed hierarchical system of interrelated indicators𝑋 = {𝑥𝑖}, 𝑌 = {𝑦𝑘} allows taking into 
account the peculiarities of the conducted informational operation in SNSs. Such indicators have been 
formed taking into consideration the results of critical analysis of numerous information operations that 
took place in the information space of SNSs. Under the circumstances of the constant appearance of new 
approaches to the conduction of information actions by attackers in SNSs, the proposed indicators allow 
to identify the information operation, assess its impact on actors and virtual communities, and are also 
used for further decision-making concerning efficient counteraction to such threats to information 
security. 
 The proposed model of the fuzzy inference system allows deciding on the choice of a specific model of 
synergetic management. Based on the selected model, the dynamics of publications of a given content in 
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SNSs is determined to counteract the destructive informational impact. As a result of the dissemination of 
such messages, actors self-organize into virtual communities that are capable of developing and creating 
the new content independently. This is the way the threats posed by the spread of destructive content in 
SNSs are counteracted. 
 Increase of the effectiveness of countering threats in SNSs is achieved by the reduction the degree of 
subjectivity of decisions, reduction of the duration of the procedure of their adoption by experts and 
increasing the efficiency of countermeasures. This effect is achieved through the implementation and 
usage of the software based on the developed model of decision support system. 
 Conducted experimental studies of the developed system of fuzzy inference showed that due to the 
application of the recommended model of synergetic management, the reduction of interest in 
publications that had a destructive information impact on public opinion happens 30% faster than without 
its application. 
 The proposed system of fuzzy inference can be improved in accordance with the rapid change in the 
nature of informational operations in SNSs, technologies for their implementation, the emergence of new 
narratives in the information space of services. by means of filling with the new models of synergetic 
management to counter the threats and knowledge base rules. 
 
 
4. CONCLUSION  
As a result of the conducted research, for the first time, the model of a decision support system for 
managing the actors’ interaction in SNSs was introduced. The basis of the described model is a fuzzy logic 
conclusion. This approach provides an increase in the degree of decision validity on the model choice for 
formalizing the actors’ interaction in virtual communities and the corresponding model of synergistic 
counteraction to information security threats in SNSs. Mamdani algorithm was chosen to reduce the degree 
of uncertainty in decision-making by a NISec expert on the functioning of the decision support system. 
We have developed the structure of the system, have defined input and output linguistic variables. 
Moreover, to reflect the relationship between the variables a hierarchical tree of decisions has been built, a 
database in the form of rules of fuzzy production rules has been formed. Also, we have constructed the model 
of the decision support system based on the fuzzy derivation of the MATLAB fuzzy logic environment. An 
example of its application using the data on the impact of destructive information on SNS actors to form a 
negative public opinion about Ukraine's Euro-Atlantic integration was used. The advantage of the developed 
model of the system is the ability to scale and their supplement with new models of actors’ interaction and 
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